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Once logged onto the system, the announcement page is shown to
notify users of any changes to the system.



SCIEx Audit Feature Purpose

SCIEx access and use of the system is restricted to law enforcement
officials or those persons supporting law enforcement.

SCIEx Audit requirements include the collection of information relative
to the use of Criminal Activity systems and information.

SCIEx must collect four items of information for searches done within

the system:
1. The name or badge number of the officer requesting the

information.
2. Distribution of the information or who gets the information.

3. The reason the search is performed, perhaps a case number.
4. The User ID of the person performing the search (the user that
is logged on the system).



SCIEx Audit Feature Purpose

The system now has 3 new fields on the search panels to meet the CJIS
requirement. These free-form text fields collects the following:

1) Query for Agent
2) Dissemination to
3) Query Reason

The user id (4) is automatically collected as the user logs into the
system.

Each agency can establish a standard for field content if they wish, i.e.
always use badge number, etc.



SCIEx Use Disclaimer

The use ofthe Repository is controlled by the SLED and the using Agency
Administrator. Penalties for misuse of the information contained herein include
denied future access and possible disciplinary action and or prosecution.

By logging onto this system you are agreeing to comply with the following Rules:

Login to SCIEX
ORI » Ceries performed against this system are to be based on an
- association with legitimate investigative needs.
sername: » Cueries performed against this system are done so on behalf of Law
Enforcement personnel.
Password:

» Use ofinformation must be approved by expressed permission of the

[ Decline ][ Accept and Sign In J contributing agency.

» Usernames and Passwords must be maintained as private information
and may not be shared with others.

» lse ofthe systemin a manner outside the scope ofthese rules is strictly
prohibited.

» lse ofthe system is periodically audited for compliance with these rules.

Releasze leadr-5.8.2 © Copyright 2012 NLETC. All Rights Rezerved. SCIEX Security Policy

Rules of Use are displayed on the Home Page of the system and
logging into to the system constitutes agreement with those rules.



New Audit information collection
fields

MName & Mumber Name Number Search
Vehicl
Property Search For Person (*= Reguired Field)
Laocation * Last Mame or Alias: | 7] Soundex * Query For Agent: _
Narrative First Name: [ Permutate *Dissemination To: [ NG
Telephone X
Middle Name: * Query Reason: - 1]
Scars Marks Tattoos
Case Mumb: Sex: h
DMV Online Race: hd Re t h -
Administration @ Date Of Birth: (MMDDYYYY)
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ID Mumber:
Max Results: Al w
r

The new audit information collection fields are shown on each of the
State Search Panels.

This illustration shows above the fields highlighted in red indicating
information is required before the search can be performed.
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The audit information fields are mandatory and must be supplied
before a search can be performed.

If a search is attempted without the required information in the audit
fields, the system produces an error message indicating the field to
be supplied by the user. See illustration above.
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This illustration shows the fields highlighted in green indicating the
required information has been supplied and the user may proceed
with the search.

In this case, Officer Rogers has requested a search be performed and

she will use the results in association with case # 12- 56536.




1) The system returns search results shown in the “Name Number
Nightime Search Results” page.

Daytime

/

Mame & Number Name Number Search Results

Venicle 2) The user may then choose to see the demographic
Property Search Parameters: JARRELL, EDWIN detail for this person by clicking the underlined name. ecords: 1-20f2
Locafion Name: Last, First AKA
Narrative JARRELL EDWIN WILLIAN Not Avaiasle (11 Clemson FD
Telephone JARRELL. EDWIN WILLIAN 067 0097 24c047008 f4
Scars latks Tattoos Name Detail Back <<
LEADR . .
3) And the Name Detail Page is presented
JARRELL, EDWIN WILLIAM View Activities
Physical Features ID Numbers
BRO BLU M W 170 59 SSN 245847085
DL South Carolina, USA 011385112 T
Phone Birth Information
1957-09-27
HOME (854) B54-4322

The three audit fields follow the search chain see above. The contents of the
audit fields apply to all actions performed after the initial search request.
For instance, an audit record was written for the initial “Name & Number”
search and another audit record is written for the “Name Detail” search. Each
audit record uses the information supplied on the initial “Name & Number”
search panel, bypassing the need to re-enter the information.



Vehicle Search

For Official Law Enforcement Use Only

Officer Rogers is performing a Vehicle
TAG search and will retain the

Daytime  Nighttime ()

information results in association with
Name & Number Vehicle Search
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Case Number Wake: i
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State Search
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Property Search Parameters: TAG: 123NUL STATE: MAKE: MODEL: COLOR: YEAR: Displaying Records: 1-20f2

Location TAG Vi Make Model Color Status Event Date

Narrative 123HUL 4J1SK12E05U624213 TOYOTA CAMERY BURGUNDY STOLEN 2005-06-09

Telsphone | 123000 N 4TISKIZEOSUE24213 BURGUND NOT AVAL AH 005-01-0

Sears Nars Tatocs The Vehicle search results are presented by the
e system. If Officer Rogers chose to search deeper

by clicking the underlined TAG number, a new

audit record would be created using the
information supplied on the initial Vehicle
Search panel, bypassing the need to reenter the




Case Number Search Scenario
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Location * Case Number; 2012-56536 Recent searches: v
Marrative ORI
Telephone o ” -
* Query For Agent: SHERRY ROGERS Mamed searches: hd
Scars Marks Tattoos
Case Number * Digsemination Ta: SHERRY ROGERS
DMV Online * Query Reason: CASE ZI}'IE-SBSBE
Administration
Edit Profile

The user is performing a search for a specific case number to identify information
associated with the case on behalf of Officer Rogers. Rogers will retain the
information for the case review.

Officer Rogers wants to know:

— about activities connected to the case, (Case Number Search)

— where the incident took place, (Incident Report Search)

— any other activities that have taken place at that location, (Location
Search)

— any other activity associated with the subject in the case. (Name Search)



Case Number Scenario

S
For Official Law Enforcement Use Only jl |
Daytime Mighttime
sime . Nig [ el | Logou
State Search
MName & Number Case Number Search Resuits Back <=
Vehicle
Propery Search Parameters: Displaying Records: 1-2of2 =
Location Case Event Date Event Type Event Sub Type  MNarrative Agency
Narrative 2012-58536 2012-12-01 ARREST Clemson PD
Telephone 0On the above date and time, I was dispatched to 302 Wescott Drive in reference to a 911
hang up. Once on scene, I made contact with a female subject, later identified as Cynthia
SHERITEIE S Blankenshi Jarrell, and a male subject, later identified as Edwin William Jarrell Jr, Officer
Case Number Johnson then arrived on scene to assist in the investigation. I then spoke with Mrs. Jarrell
DMV Online which advised me of the inddent, and Officer Johnson spoke with Mr. Jarrell. Mrs. Jarrell
stated that she and Mr. Jarrell was sitting outside on the back porch and were engaged into a
Administration verbal altercation for several hours, Mrs, Jarrell stated that both of them had consumed some
- alcoholic beverages. Mrs Jarrell stated that Mr. Jarrell turned off the porch light when he was
Edit Profile ready to go to bed. Mrs. Jarrell stated that she asked him to turn the light back on but he
refused. Mrs. Jarrell stated that she turned the light back on and that he turned it back off.
Mrs. Jarrell stated that Mr. Jarrell said, Bitch if you turn it back on I will destroy it. Mrs. Jarrel T
stated that she told him that she would turn the light back on if she wanted to and stated that
Mr. Jarrell began hitting her in the face about four to five times with a open hand. Mrs. Jarrel
stated that Mr. Jarrell grabbed her by the shoulders and began to shake her and attempted to
2012-56536 2012-12-01 INCIDENT throw her to the floor. Mrs. Jarrell stated that Mr. Jarrell pulled a dgarette from her mouth. Clemson PD
Mrs. Jarrell stated that she attempted to call 911 and that Mr. Jarrell took the phone and threw
itinto the floor. While speaking with Mrs. Jarrell, I noticed that she had a cut on her right
index finger along with blood, and that her nose was also bleeding. Mrs, Jarrell stated that
that shoulders was very sore and one of her fingers was sore also but she denied medical
attention. I then made contact with Mr. Jarrell about the inddent. Mr. Jarrell stated that
nothing happened other than an argument. Mr. Jarrell was then place under arrest, handcuffs
were check for proper spadng and double locked, for Criminal Domestic Violence and advised of b

'y m I »

The system returns two activity records associated with case
number 2012-56536, an Incident Report and an Arrest
report.

To view the Activity details associated with the case, the user
selects the underlined Incident Activity. Re-entering the
audit information is not required.



Case Number Scenario

302 WESCOTT DR CLEMSON 29631

SARRELL BTN WRLAK 195709 27 n w
SARSELL CvneTens SeANsoENeSen = = w neme Searcn
JARSELL CvNTEIA St ANEE NS = = w tezme Searen

1)

2)

3)

Event Date

2012-36536 2M2-12-M INCIDENT

2008-44660 2008-10-20 INCIDENT

Event Type

Event Description

3) List Of ACtiVitieS ilnt?lle_:T\CMEasdispatchedtutheincidentlucatiun in

reference a larceny. | arrived and made contact with the listed victim
(Edwin Jarrell) who =stated that between the hours of Spm on
10420/2008 and Bam on 10/21/2008 an unknown suspect(s) stole a
pumpkin and fake raven from his front yard. Jarrell stated the tems
were on top of several hay bails that had been placed in his yard as
decoration. Jarrell stated that he had not seen or heard anything during
the night that was abnormal. | advised Jarrell that | would notify other
officers to increaze their patrolz in the area, but the likelihood of locating
the stolen property was low. Jarrell stated that he understood. The
case wil be admin closed for lack of follow-up information.

Clemson PD

Clemson FD

m

Next, the user wants to know if other activities have taken place at this

location, so the user clicks the underlined

“Incident Address Search”.

The initial audit information will be re-used as this search is still part of the

initial search request.

The system provides a list of activities that are associated with the selected

address.




Case Number Scenario

1) The user selects “Name

SARSEIL CYNTHLA SLANKE S

SARSEIL CVNTLA Bl ANSE S
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State Search

Name & Number
Wehicle

Name Number Search Results

Displaying Records: 1 -1 of 1

Property Search Parameters: JARRELL, EDWIN WILLIAR
Location Name: Last, First AKA Sex Race HT WT Eye
Narrative JARRELL, EDWIN WILLIAM 1957-09-27 245947085

Telephone
Scars Marks Tattoos

Case Number
DY Online

1) Next, the user wants to know if other activities are associated with
the Subject and clicks the appropriate underlined “Name Search”.

The initial audit information will be re-used as this is still part of the
initial case number search request.

2) In this instance, only one case is associated with the subject.



Case Number Search Scenario

In the Case Number search scenario, the Audit information fields
were supplied at the initial point of the search chain, Case
Number Search and then reused for each additional search or
information request performed by the user:

1. Initial Case Number Search (Supplied Audit Information)
2. Incident Detail Search (Information Re-Used)
3. Incident Address Search (Information Re-Used)
4. Incident Subject Name Search (Information Re-Used)
e An audit record was written for each search performed.



Reviewing Audit Reports

Agency Administrators as well as the System Administrator have
access to the Audit Data Search function.

The Audit Search function provides:

— Annual Review of all audit data performed by all users within the
agency.

— Audit data for specific search activity, such as who searched for
a specific tag number or who searched for a specific person name.

— All searches performed by a specific user.



Audit Log
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Name & Mumber
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Audit Search

Property Annual Audit Search (*=

Location * ORI

Narrative * From Year:
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Add User // Quick Search
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Accessing the Audit Review feature from the Administration
section.

Note: Only Agency Administrators has access to this feature.
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The Audit Search panel offers two search options:

» Annual Audit Search allows the administrator to view a
spreadsheet of monthly use by all users within the agency.

» Quick Search allows the Administrator to search audit
records for activity against a specific tag, name searches or all
searches performed by a specific user.

»
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Telephone *ToYear 202

SCIEX

Dayime | Nightime ()

State Search

hame & Number Annual Audit Report
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Element Filter

Emergency Delete
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mYear. 2012, To Year, 2012 Dizplaying Records: 1-10f1
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1 500380200 Clemson FD iz 24 LutfyD 24

Telephone
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Case Number
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The Administrator for ORI SC0390200 wishes to see all activity for all
users within that agency for the year 2012 the system provides the
annual report.

The report shows Clemson PD as the user with the highest number of
searches, with 234 search activities in 2012

From this report, the Administrator can request a summary for a user
by clicking on the underlined activity total.
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Daytime  Nighttime

State Search

MName & Number Annual Audit Report
Vehicle
Property Search Parameters: ORI SC0390200, From Year: 2012, To Year 2012 Digplaying Records: 1-10f1
Location # ORI Organization Name ear al Top Searchar Tntal
Narrative 1 500390200 Clmson PD 24
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Scars Marks Tattoos
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e SCIEX For Official Law Enforcement Use Oniy
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State Search
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Property Search Parameters: ORI 500390200, Year: 2012 Displaying Records: 1-10f 1
Location ST
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Narrative UserID
Telephang 1 500380200  Clemson PD 2012 LutiyD 235 ] ] ] 0 ] ] 1] 1] 0 i
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Case Number = Print
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B sdminicration |

The Administrator requested a review of monthly activity for user id
Clemson PD and the system gives a report showing the count of search
activities by month for the selected year.

The Administrator can now look at the detail activity searches

performed by user Clemson PD by selecting the count for a given
month.
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asime - Nantime [ oo | Logout |
Logout
Name & Number Detail Audit Report for a Printed Re hort Back <<
Vehicle
Property Displaying Records: 1 - 20 of 243
LOCETI?FI B: Logu Sate i . G TET Search T ST © i Nissemination N R
Narrative og late - Time D earch Type earch Criteria Juery Agen To Juery Reason
Telephone 1211512012 - 11:12 u TESTING
Scars Marks Tattoos Date SO rt
e T [2 1285 12152012 - 11:11 TEST TEST TESTING
DMV Online [ 3 1275 12152012 - 11:10 LutfyD Name or Number Last Name: PUDDIN% TEST 1253 TESTING
T [ 1208 12152012 - 11:10 LutfyD Person Detail Last Name: PUDDIN TEST 1258 TESTNG
Sex: M
Add User Race: W
ListUsers
- 5 1277 121502012 - 11:10 LYo . . TESTING
udt Search . Select Specific Search Activity for a
: )
Element Filter O p y LS
Emergency Delete 7 12710 12152012 - 11:09 Prlnted Report TESTING
DOB: y: 1954 m0& d:.03
[ 127 121502012 - 11:09 LutfyD Name or Number ID: DL - 008233315 TEST 1255 TESTING
9 1280 1215/2012 - 11:00 LutfyD Name or Number Last Name: PUDDIN% TEST 1258 TESTNG
[ 10 811 12/06/2012 - 12:36 LutfyD Name or Number Last Name: PUDDIN% TEST 1238 TESTNG
[ 1 82 1210602012 - 12:36 LutfyD Parson Detail Last Nama: PUDDIN TEST 1255 TESTING
Sex: M
4 | L

m

| »

The Administrator selected the month of May and all search

activity performed by Clemson PD is illustrated.
e The Administrator can sort the list by date.

e The Administrator can also create a printed report showing

all or specific searches.
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State Search
Mame & Mumber Name Number Search

Vehicle
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Location * Last Mame or Alias: [7] soundex * Query For Agent: _
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Scars Marks Tattoos
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12/15/2012 6:00:53 PM
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1D Type: - 121152012 5 51 PM
12/M15/2012 5 33 PM
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1D Mumber:

Max Results: Al w

| I | »

Recent Searches provide the user the capability to click on a recent
search.

m
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1)

2)

3)

Recent Searches Scenario

Name Number Search

Search For Person (*= Required Field)

* Last Mame or Alias: JARRELL

First Name: EDWIN

[ soundex
[7] Permutate

SHERRY ROGERS

*Query For Agent:

m

*Dissemination To: SHERRY ROGER

* Last Mame or Alias:
First Mame:
Middle Name:
Sex
Race:
@ Date Of Birth:
) Year Range:

ORI

Middle Mame: *Query Reason:
Sex Hame Number Search
i Search For Person (*= Reguired Field)

*Query For Agent:

[C] soundex

m

[C] Permutate * Dissemination To:

*Query Reason:

w
- Recent searches:
(MMDDYYYY) 2/15/2012 11:08:10 PM
to oY) Named searches: P |28 20 2 1 o0 o
sc ) 12/15/2012 10:59:26 PM

1215/2012 6:00:53 PM

1D Type:
State (if DL):

ID Mumber:

Officer Rogers queries Edwin Jarrell
and then clicks search

After Officer Rogers completes her
research and decides to go back to
that query she can click on recent
searches. Then click on the date and
time for her previous search.

After clicking on the previous search
Officer Rogers will see her pervious
qguery and then click search.

Search For Pergon (* = Required Field)

1434 EFFAF E-E2-20 DM

Name Number Search

[ soundex  *QueryForagent  Blutieas
First Name: EDHN [ Permutate  *Dissemination To:  Elaoiea
Middle Name: *Query Reason:
Sex v

m




Named Searches
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Administration
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Hame Number Search

Search For Person (*= Reqguired Field)

* Last Mame or Alias: [ Soundex *Quuery For Agent: _
First Name: [ Permutate *Dissemination To: _
Middle Mame: *Query Reason: _
Sex: i
Race: b Recent searches: -
@ Date Of Birth: (MMDDYYYY)
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ORI (SCHOCCOOO0) - Edwin Jarrell
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ID Type: -

State (if DL): -
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Max Results: Al

e

m

Named Searches gives the user the capability to name
and save their searches.




Named

Searches Scenario

Daytime @ Nighttime
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State Search

MName & Mumber Name Number Search
Vehicle
Property Search For Person, (*= Required Field)
Location * LastNaj PARRELL [T Soundex
Narrative First Name: EDWIN ] Permutate
Telephone X
Middle Name:
| Scars Marks Tattoos

SHERRY ROGERS

* Query For Agent:

m

* Dissemination To: SHERRY ROGERS

* Query Reason:

1)  Officer Rogers queries
Edwin Jarrell and then clicks

search

After Officer Rogers query
returns her results she can
name her query by going to
the top left corner, name the
query, and click save.

Officer Rogers now can go
back to Named Searches and
click on her named file.

2)

3)
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Daytime  Nighti

EDWIN JARRELL

Name & Number
Wehicle

Property

Location

Narrative
Telephone

Scars Marks Tattoos
Case Mumber

DMV Online

Administration

Edit Profile

Name Number Search Results Back <<

Search Parameters: JARRELL, EDWIN

Displaying Records: 1-2of2

m

Hame: Last, First
JARRFLL, EDV

Alert Cases

(1)
1

Agency
Hot Available Clemson PD

1957-09-27

JARRELL, EDWIN WILLIAK

245947085

Clemson PD

Name Number Search

Search For Person (*= Required Field)

* Last Name or Alias: [”] soundex * Query For Agent: _
First Mame: [C] Permutate * Dissemination To _
Middle Name: *Query Reason: _
Sex A
‘7 Race - Recent searches: -
_ @ Date Of Birth: (MMDDYYYY)
) Year Range: to YY) Mamed search
ORI (SCI0000000¢)

Edwin Jarrell
harshall

ID Type
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State Search
> & MNumber
le

Administration
Edit Profile

Hame NHumber Search

Search For Person

|| nde

B FPermutate

& Date O

MM DODY Y Y )

- vear R

Users may use the daytime or
nightime feature by clicking
the daytime and nightime

button.

Daytime @ Nighttime

f For Agent:
tion To

on:

Nighttime or Daytime Features
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Search For Person (* = Required Field)

Search Clear

1

Location Last Name or Alias: | Soundex * Query For Agent: _
Narrative First Name: Permutate =pissemination To: [N
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Middle Name: -aueyReason: |
Scars Marks Tattoos
Case Number Sex v
DMV Online Race: hd Recent searches: -
Administration @ Date Of Birth: (MMDDYYYY)
Edit Profile Year Range: to YYY) Named searches v

ORI (SCICCLOO00)

ID Type -

State (ifDL): A

ID Number:

Max Results: Al w
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